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INTRODUCTION 

 

Today, we observe the dawn of a new industrial revolution - Industry 4.0. This new 

revolution focuses on the computerisation of manufacturing processes, advancing digitisation 

within factories through cyber-physical systems, and creating smart factories based on 

interconnected devices (Ravina-Ripoll et al., 2019). And while the revolution is extraordinary 

in terms of its scale, scope and complexity, it also fundamentally affects the way we work, live, 

think and interact (Young, 2020). 

In his 2016 book titled The Fourth Industrial Revolution, Klaus Schwab, the founder of the 

World Economic Forum, says: “The world lacks a consistent, positive and common narrative 

that outlines the opportunities and challenges of the fourth industrial revolution”. This 

research paper aims to expand this narrative and explore the expectations and risks associated 

with the Industry 4.0 concept. It argues that while using technology to amplify our human 

intelligence can bring tremendous opportunities, society is not doing enough to minimise and 

control the currently presenting risks. 

The research consists of two chapters. The first chapter talks about the expectation for 

Industry 4.0. It deals with the vision that Klaus Schwab himself defined, the technologies 

behind the fourth industrial revolution and the positive changes seen by employees, businesses 

and society as a whole. Chapter two deals with the possible risks, such as misuse of personal 

data, privacy risks, exposure to misinformation, and the current drawbacks of regulation and 

legislation.  

The paper contains excerpts from two interviews. The first one with Mgr. Peter Bílik, smart 

solution designer and member of the Slovak Commission for Ethics and the Regulation of 

Artificial Intelligence. The second with Sara Marcucci, MSc., graduate of the London School 

of Economics and Political Science in the field of Data and Society, and researcher for the Tech 

for Good department of Nesta Italia.  Both interviews were conducted via ZOOM, semi-

standardised and used open format questions. Additionally, a number of secondary sources 

were used. These sources consisted of books, websites, contributions from scientific 

conferences, and various articles.  

   



1. THE EXPECTATIONS FOR INDUSTRY 4.0 

Throughout history, revolutions have occurred when new technologies and ways of 

perceiving the world set off a profound change in economic systems and social structures.  The 

different phases of industrial development have so far been divided into the following four 

stages: 

• The first phase introduced mechanisation and various types of energy use, such as 

steam, coal and water.  

• The second phase began at the end of the 19th century and was characterised by 

mass production using assembly lines and electricity.  

• The third phase began in the seventies of the 20th century and is still peaking today. 

It brought automation and robotics to the industry, introduced information 

technology, computer production control, and communication technology.  

• The fourth phase was put into motion with the introduction of the Internet in the 

1990s. Today, it entails the use of the Internet of Things and cyber-physical 

systems. 

Chapter one describes the vision and technology behind the fourth industrial revolution, or 

as it is commonly known today, Industry 4.0. 

1.1.  How Klaus Schwab defined the revolution 

The term Industry 4.0 was first mentioned at the industrial trade fair Hannover Messe in 

2011. The revolution itself, as a vision for the future, was later introduced to the German 

government. Klaus Schwab, German engineer and founder of the World Economic Forum, 

presented it to the public in a 2015 article titled “Mastering the Fourth Industrial Revolution”.  

In his 2016 book on the topic, Schwab describes the revolution in full detail. Industry 4.0 

has built on to the digital revolution and is characterised by mobile Internet, smaller and more 

powerful sensors, as well as artificial intelligence and machine learning. Schwab himself views 

the revolution’s scope as being much more comprehensive than just connected machines and 

systems. He envisions breakthroughs ranging from gene sequencing to quantum computing 

and a monumental impact on the global economy.  

According to Schwab (2016), the key megatrends driving the fourth industrial revolution 

are divided into three sections: physical, digital and biological. All these megatrends have one 

thing in common: they utilise the power of digitisation and information technology.  



1.1.1. Physical drivers of the revolution 

The physical drivers moving Industry 4.0 forward include autonomous vehicles, 3D 

printing, advanced robotics and new materials. 

• Autonomous vehicles are driver systems capable of fully operating without driver 

operation.  

• Advanced robots, compared with conventional ones, have a superior perception, 

integrability and mobility (Küper et al., 2019).  

• 3D printing is the process of making three-dimensional objects from a digital file.  

• New materials1are lighter, stronger, recyclable and adaptive (Schwab, 2016, pp. 

19-21).  

1.1.2. Digital drivers of the revolution 

The main bridge, which enabled the fourth industrial revolution was the Internet of Things, 

which in its simplest form is the ability to connect any device to the Internet. Moreover, the 

revolution utilises sensors, transmitters and RFID (radio frequency identification) tags for 

managing inventory, tracking assets or personnel and supply chain management. Furthermore, 

blockchain, a “shared, programmable, cryptographically secure and therefore trusted ledger”, 

revolutionises how individuals and industries collaborate because no single user controls it, 

while everyone can inspect it. Together, these technologies make the on-demand economy 

possible. In other words, they allow individuals to create wealth and alter personal and 

professional environments (Schwab, 2016, pp. 21-24).  

1.1.3. Biological drivers of the revolution 

Klaus Schwab describes innovations in the biological realms as “nothing short of breath-

taking”. Increasing the ease of genetic sequencing, synthetic biology (writing DNA), genetic 

engineering, and producing living tissue are all described as biological drivers of the fourth 

industrial revolution. According to Schwab, the science is “progressing so fast that the 

limitations are now less technical than they are legal, regulatory and ethical” (Schwab, 2016, 

pp. 24-26). He then admits that we are not yet prepared to confront these genetic techniques’ 

realities and consequences, even though they are coming. 

 
1 An example of a new material utilized within Industry 4.0 is graphene, which is “about 200-times stronger 

than steel, a million times thinner than a human hair, and a conductor of heat and electricity” (Metalgrass, 

2021). 



1.1.4. Other key concepts and technologies 

The technologies and concepts, which are also an integral part of understanding the fourth 

industrial revolution’s full scope, are cyber-physical systems, artificial intelligence, and 

machine learning.  

• Cyber-physical systems integrate computational and physical capabilities to interact 

with humans through different modalities (Baheti, Gill, 2011, p. 1). Simply put, they 

connect a real object with the virtual world.  

• Artificial intelligence (AI) is the “capability of a machine to imitate intelligent human 

behaviour2” (Merriam-Webster dictionary, 2021). 

• Machine learning is the practice of providing an information system with the ability to 

“learn” with data without being directly programmed (Khoury, 2019, p. 424). This 

technology enables organisations to predict changes continuously, adapt to situations, 

and prepare appropriate courses of action 

1.2.  The vision behind the revolution 

In the early 2010s, Europe was struggling with deindustrialisation3. This process was 

caused by the rise of manufacturing in other parts of the world (such as China), relocation of 

labour-intensive work to countries with lower labour costs and global supply chains with 

suppliers outside of the EU (Davies, 2015). The original motive for launching the Industry 4.0 

project can therefore be described as pragmatic – to reverse the decline in manufacturing and 

maintain Europe’s competitiveness in technological development.  

Industry 4.0 was from the start expected to have a significant effect on global economies. 

The Boston Consulting Group predicted that in Germany alone, Industry 4.0 will over ten years 

contribute 1% per year to GDP and create up to 390 000 jobs (Davies, 2015). Industry 4.0 

simply offered the potential for productivity and growth that the EU needed to remain 

competitive and reach its goal of becoming an innovative, sustainable and inclusive economy 

by 2020. 

1.2.1. Benefits from implementing a smart solution 

Companies generally implement modern information technologies to achieve greater 

efficiency, quality, flexibility and agility in their processes. Due to the digitisation and 

 
2  E.g., speech, problem solving or decision making. 
3  Social and economic change caused by the reduction of industrial activity.  

 

https://en.wikipedia.org/wiki/Industrial_sector


intelligent solutions that Industry 4.0 brings, individual manufacturing and distribution 

companies can produce and offer more personalised products and services. This change means 

that they are better adapted to meet customers’ requirements. What made this possible is the 

ability to make products in smaller series and make them so efficiently that they still pay off 

financially. 

With people increasingly losing their willingness to wait, the fact that the Internet is 

speeding up entire logistic flows is another great advantage. The Internet, the interconnection 

of things, enables information to be digitised and transmitted with incredible speed. This speed 

means that the information flow in companies is itself much faster and because it is faster, it 

also allows to achieve a much quicker material flow. In the end, people can buy and receive 

their products on the same day (P. Bílik, personal communication, March 29, 2021). 

1.3.  Changing labour markets 

As robots, artificial intelligence and digital transformation increasingly change the working 

world, people are worried about the effect of these trends on the labour market (OECD, 2019). 

Wolter et al. (2015) predict that by 2025, more than 490,000 jobs that previously existed will 

be lost, and 430,000 new jobs will be created. Therefore, as in the previous industrial 

revolutions, while some workflows and tasks are created, others are eliminated. Furthermore, 

the loss of jobs with routine tasks in the manufacturing sector will be accompanied by growth 

in non-routine occupations with a higher qualification level.   

Figure 1 shows the increase of robot stock in Slovakia from 2005 to 2015. This increase, 

above average compared to the other OECD countries, highlights the country’s changing 

production trends 

 

Figure 1 Industrial robot stock in OECD countries 

Source: OECD Science, Technology and Industry Scoreboard, 2017 



Moreover, when we look at Figure 2, which depicts the share of jobs at risk of 

automation in OECD countries, we can see that Slovakia is leading. 

 

Based on these figures, we can conclude that the Slovak labour market is changing with 

Industry 4.0. This development makes it imperative to focus on how humans and machines can 

best collaborate at work and how their collaboration could facilitate better work processes and 

create more value. 

1.3.1. Human-machine interaction 

While an employer tells smart solution designers about company goals, according to Peter 

Bílik4, smart solutions are actually designed with a focus on the employee. If they want the 

solution to be successful, they must balance the employee’s added effort with added value. 

“Yes, they have to tap twice on a screen, but then instead of 20 kilometres a day, they only 

walk 5 kilometres”. Understanding the benefits creates trust towards the implemented 

technology. “The more successful experiences people have, the higher their satisfaction and 

confidence in the inanimate algorithm” (P. Bílik, personal communication, March 29, 2021). 

However, simply trusting a machine to do its job is not enough to perform effectively 

within Industry 4.0. If the changing production trends continue, workers themselves will need 

to master a variety of new skills. These include the know-how related to a specific job or 

process, such as techniques for working with robots or changing tools on machines, as well as 

IT competencies that range from using spreadsheets to applying advanced programming and 

 
4 Smart solution designer in ANASOFT APR, spol. s.r.o., Bratislava. 

Figure 2 Share of jobs at risk of automation 

Source: Nedelkoska & Quintini, 2018 



analytics skills (Lorenz et al., 2015). As a result of these changes, work positions could in the 

future become more specialised. Just as we now see programmers specialising in a specific 

programming language, such as Python, C++ or Java, in the future, this level of specialisation 

could extend to other fields. 

1.3.2. Impact on the creative industries 

Although Industry 4.0 was initially only associated with manufacturing, it has since 

expanded beyond that. Computing, telecommunication and television technologies and the 

opportunities they offer have all heavily influenced creative industries. The Internet has 

revolutionised the way people distribute and share information and works of art and how artists 

collaborate in their co-production and co-creation. Bookshops or record shops are no longer 

limited to their premises or by the physical conditions once affecting their stock volume: they 

can have customers from anywhere and offer almost all titles (Nielsén, 2008).  

1.4.  Summary  

Industry 4.0 creates tremendous opportunities for manufacturing industries and national 

economies. Although job losses will be high for some work categories, job gains will be 

significant in other ones, particularly IT and analytics. Its success ultimately depends on how 

well companies utilise new technologies to increase their competitive advantage. Within 

Industry 4.0, no matter the field of work, our minds will be increasingly connected to the digital 

world; therefore, it is crucial to retrain the workforce and close IT skill gaps. Ultimately, the 

fusion of digital, physical and biological technologies driving the current changes can enhance 

human labour and cognition and create a productive, empowered and fully engaged workforce. 

  



2. THE RISKS OF INDUSTRY 4.0 

 

Even though man is at stake as an individual and as a community of people, the more we 

focus on industry, the less we deal with the acute issues of social life. Along with technological 

progress, each of the previous industrial revolutions inarguably brought social, economic and 

cultural changes.  

• Mechanisation sparked great productivity and efficiency, but the strive for greater 

economic benefits was fuelled by slavery and worker abuse. 

• Power plants, smelters, and production lines brought a lot of good but also introduced 

coal mining and nuclear fission, both of which have since caused many disasters. 

The aim of this chapter is not to question technological research or its application but to 

point out its consequences and side effects. The goal of Industry 4.0 is to contribute to the 

positive development of society; however, not even this latest phase of technological progress 

should be observed without a broader social and ethical context. “Whenever we think about 

technology being employed for any objective, it’s necessary to also think of what it will do. Not 

necessary what you will do, as the one employing the technology, but it’s necessary to think 

about the indirect consequences” (S. Marcucci, personal communication, March 28, 2021).   

2.1.  Security risks of Industry 4.0 

From smart factories to connected homes, the interconnection of systems is a crucial feature 

of Industry 4.0.  Interconnectedness, however, also represents a privacy risk and a security 

challenge. Table 1 contains an example of the possible threats both companies and consumers 

could face. 

Table 1: Security risks of Industry 4.0 

RISKS TO COMPANIES RISKS TO CONSUMERS 

Digitised trade secret theft Mobile surveillance attacks  

Malware attacking industrial control and 

automation systems 

Wearables reveal people’s location and 

personal data 

Industrial espionage 
Faked videos and audio recording using 

stalkerware 

Supply chain disruption 
Misuse of smart devices (home automation 

system/vehicle) 

Source: Self-processed  



Attackers aim at companies and organisations of all sizes and areas of interest. Not even 

the largest IT companies are exempt.  There have been violations of rules regarding personal 

data protection by giants such as Google or Facebook. There have also been leaks of personal 

and other sensitive information. This trend is rising, partially because many companies or 

organisations underestimate the importance of data protection.  

According to the World Economic Forum’s 2021 global risks report, IT infrastructure’s 

failure is included among risks with the gravest outcomes for the next decade. Data within 

companies must be secured against both direct, external hacking attacks, as well as 

unintentional data leaks resulting from employee error or lack of competence. 

2.1.1. Surveillance capitalism 

In simple words, surveillance capitalism is the exploitation of personal data to make a 

profit. So unlike industrial capitalism, which profits from exploiting natural resources and 

labour, surveillance capitalism profits from the capture, rendering and analysis of behavioural 

data. Companies collect data and sell it to advertisers, who then use it to target consumers more 

precisely.  

Surveillance capitalism only became possible after the development of the Internet. If every 

person and thing is connected, it enables them to be monitored using that connection (Couldry, 

2016). By now, there are new surveillance-based ecosystems in virtually every economic 

sector: insurance, health, automobiles, finance, education, every product described as “smart”, 

and every service described as “personalised”. Currently, the biggest data collectors are 

Google, Amazon, Facebook and Apple (Holloway, 2019).  

The tricky part is that, unlike traditional surveillance, surveillance capitalism is often seen 

as the necessary means to a larger good, whether it be to monitor our health or get a better 

insurance deal. “The Internet, Facebook, Instagram… I’m afraid that a lot of people don’t 

realise how much they pay for things they think are free.” (P. Bílik, personal communication, 

March 29, 2021). 

Despite the increased attention after the 2018 Facebook-Cambridge Analytica data scandal5 

and new preventative measures and regulations6, fully implementing preventive measures 

requires structural changes to the system. “Even the people that are studying the process, the 

paradigm and the dynamics in place, we don’t really know what’s going on. And there’s no 

 
5 Cambridge Analytica collected the personal data of millions of Facebook users without their consent for 

political advertising (Confessore, 2018). 
6  Such as the EU General Data Protection Regulation (GDPR) (Burgess, 2020). 



legislation. There’s nothing to stop whatever is going on from going on” (S. Marcucci, personal 

communication, March 28, 2021). 

2.2.  Polarisation and misinformation 

Populations find themselves growingly polarised and blasted with misinformation. Social 

media sites struggle with finding the balance between maximising user engagement and 

minimising the amount of shared misinformation. Fake news often goes viral, which generates 

higher ad revenue. This practice has ultimately resulted in the so-called post-factual relativism. 

According to Van Aelst et al. (2017), people increasingly distrust and doubt information and 

factual knowledge.  

Furthermore, widespread falsehoods and conspiracy theories often hinder civic debate and 

consensus on political, public health and environmental issues. “Infodemics” surrounding 

COVID-19, for example, have slowed down efforts to reduce the physical damage from the 

disease (World Economic Forum, 2021, p.33). False information that “ingesting highly 

concentrated alcohol kills SARS-CoV-2” caused over 700 deaths and nearly 6,000 

hospitalisations in Iran (Al Jazeera, 2020). 

Companies themselves are not immune from fake news and consumer campaigns against 

their products or issues in their supply chains (Scott, 2020). False negative reviews can impact 

the online reputation of a business and the effectiveness of marketing platforms, which can 

decrease the ranking of pages based on their review scores (Business Money, 2020). In 2013, 

Samsung was fined $340,000 after being caught paying marketing companies to leave false 

praise on their products and negative comments about their competitors (Souppouris, 2013). 

Similarly to the above, misinformation can lead to financial damage. In 2017, fake news 

spread that the CEO of Ethereum, Vitalik Buterin, died in a car crash. This misinformation 

caused the market value of Ethereum to fall by $4 billion (Roberts, 2017). While some 

businesses may turn the situation around with a simple statement, such as Ethereum, which has 

since recovered, others may require an aggressive and costly marketing campaign (Farhan, 

2020).  

In summary, the emergence of the Internet enabled easy access to fake news and 

misinformation. This misinformation can hinder civic debate and lead to individuals or 

business being accused of things that they never did and seriously harm their reputation. Once 

again, regulation is problematic because while Internet restrictions risk excluding whole 

societies from the global information economy, more invasive control could infringe on civil 

liberties. 



2.3.  Using elements of artificial intelligence 

A topic widely discussed in relation to Industry 4.0 is the use of artificial intelligence (AI). 

In the previous chapter, we defined artificial intelligence as the “capability of a machine to 

imitate intelligent human behaviour” (Merriam-Webster dictionary, 2021), such as speech, 

problem solving or decision making. Simply said, the ability of a machine to imitate human 

intelligence. Today, we see AI in many different forms, such as:  

• Virtual assistants, which find attachments in emails. 

• Handwriting recognition systems, which can detect different handwriting styles. 

• Facial-recognition systems, which can identify people. 

• Voice-recognition systems, such as Siri, Alexa or Google Home. 

• Automatic translation, such as Google Translate. 

• Recommendation engines, used by Netflix, Spotify or Amazon (Colombino, 2019). 

Today, we’re still in the early stages of AI development, and whether it’s the increasing 

automation of jobs or autonomous weapons that operate without human oversight, people are 

voicing their concerns (Thomas, 2019). Elon Musk, the founder of Tesla and SpaceX, famously 

issued a warning: “It’s capable of vastly more than almost anyone knows, and the rate of 

improvement is exponential”. And while most researchers agree that artificial intelligence is 

unlikely to become intentionally malevolent, there are still two possible scenarios that could 

emerge: 

• The AI is programmed to do something devastating. 

• The AI is programmed to do something beneficial, but it develops a destructive 

method for achieving its goal. 

Therefore, the danger of artificial intelligence isn’t malevolence but competence (Future of 

Life Institute, 2021). 

2.3.1. The role of algorithms 

Algorithms, a sequence of procedures that allow the performance of a defined task, are an 

inevitable part of AI. Each algorithm accepts defined inputs to produce defined outputs 

(Colombino, 2019). As these information tools and predictive dynamics are more widely 

adopted, our lives are more and more affected by their implicit conclusions and narratives. 

Algorithms are first and foremost written to improve efficiency and profitability without much 

thought about the possible societal impacts.  



Even if algorithm creators strive for inclusiveness, they ultimately build their own 

perspectives and values into their creations. Additionally, datasets to which algorithms are 

applied have their own limits and shortfalls. “The major danger could be summarised in the 

issue that we live in a hierarchical society, and you have to take into consideration that 

technology does not operate in a vacuum. Wherever you put technology, that technology is 

going to reinforce whatever social dynamic it’s being employed in.” (S. Marcucci, personal 

communication, March 28, 2021). 

An example of possible risks associated with algorithm use comes from Amazon. 

According to a media report, from 2014 to 2017, Amazon had been using a software system to 

search and evaluate the CVs of potential employees found on the web. The machine-learning 

process was trained on CVs to search for word patterns that would indicate successful 

employees. During the development period, it was noticed that the system was not gender-

neutral. Even with adjustments to the system, it was impossible to ensure that the system would 

not have developed other ways of discriminating against applicants (Dastin 2018). 

2.4.  Legislation, standardisation and regulation 

Because AI presents many issues that the private sector alone cannot solve, there is a 

growing consensus that regulatory action is needed. When an entire field begins to create a 

broad set of challenges for the public, a proven governmental approach is to create an agency 

explicitly focused on engaging with and managing that field. In the EU, the use of AI is guided 

by the European Commission7. Each country, however, also has its own national strategy.  

For the purpose of this research, we’ve conducted an Interview with Peter Bílik, a member 

of the newly established Slovak Commission for Ethics and the Regulation of Artificial 

Intelligence, appointed by the Deputy Prime Minister and Minister for Informatization of the 

Slovak Republic. The commission deals with questions regarding the functioning of systems 

utilising AI for the benefit of humanity and the risks associated with its use.  

It’s important to remember that the legislative process is very slow and technological 

development very fast. “It will take years for us to work towards an ethical regulation. I’m not 

saying it doesn’t make sense; it’s just never going to be fast enough” (P. Bílik, personal 

communication, March 29, 2021). Similar scepticism was expressed by Sara Marcucci, a 

graduate of the London School of Economics and Political Science in the field of Data and 

 
7 EC published the  „Ethics Guidelines for Trustworthy Artificial Intelligence (AI)“ in 2019 and the „White 

Paper on Artificial Intelligence - A European approach to excellence and trust“ in 2020. 



Society. “The problem is that these companies (the Big Five – Alphabet, Amazon, Apple, 

Facebook and Microsoft) have so much power. We live in a world where data is more powerful 

than anything else” (S. Marcucci, personal communication, March 28, 2021). 

Additionally, regulation and legislation on the national level may not be enough: “Data is 

not like clouds, data is very concrete. There are data centres where the data is stored. The issue 

is that data centres are oftentimes outside of the country where the company owns the data” (S. 

Marcucci, personal communication, March 28, 2021). 

There is, however, potential in individual action and self-regulation. “It’s not like data came 

into place one day and became the most powerful. We made it as powerful as it is. Our entire 

society is regulated by things that we decide. That we created” (S. Marcucci, personal 

communication, March 28, 2021). Moreover, some companies may even want to regulate 

themselves and create protocols and standards to balance the risks associated with AI and 

advanced technology in general. 

Similarly, academic institutions may play an important role in these topics: The 

combination of academia and real companies can bring initiatives that will be fast enough to 

ensure regulation” (P. Bílik, personal communication, March 29, 2021). An example of this 

could be an initiative aimed at companies making a public commitment to respect ethical 

principles in creating artificial intelligence. These principles could be written by academists, 

published, and individual companies would publicly promise to adhere to them.  

2.5.  Summary 

The risks associated with Industry 4.0 include privacy risks, exploitation of personal data, 

exposure to misinformation, and algorithms, which can discriminate against different 

marginalised groups. The chapter exposed a crucial need for further regulation and legislation. 

Regulation is possible, but it’s vital to coordinate it internationally, which is challenging to do 

in a timely manner. Because the process is so complex, individuals and companies need to stay 

informed, make initiatives to self-regulate and adhere to ethical principles. 

 

 

 

 



CONCLUSION 

 
This research aimed to explore the expectations and risks associated with the Industry 

4.0 concept and assess its impact on individuals, businesses and society. Based on qualitative 

research techniques, it clearly illustrates that while Industry 4.0 creates tremendous 

opportunities for manufacturing industries and national economies, it also raises questions 

about privacy risks, exploitation of personal data, exposure to misinformation, and the role of 

artificial intelligence.  

The author argues that because technology is always situated and its consequences 

cannot be easily predicted, it’s crucial to have agencies explicitly focused on engaging with 

and managing the technological field. However, for these agencies to be effective, it’s 

imperative to ensure that they are able to apply changes in a timely manner.  

To better understand the implications of these results, future studies could address how 

companies can practice self-regulation and achieve full benefits of Industry 4.0 while 

minimising their exposure and contribution to the risk factors. Furthermore, based on these 

conclusions, practitioners should consider creating a universal framework of ethical decision-

making within the fourth industrial revolution for both public protection and innovation 

growth. 

This research paper combined the knowledge from differing fields and specialists to 

create a picture of both the positive and negative impacts of Industry 4.0. Furthermore, it 

highlighted the optimistic vision engineers often have for their product and how this vision can 

be exploited. What the research ultimately proves is that technology is neither good nor bad. 

It’s circumstantial. Its effect largely depends on who is using it and the social dynamic it’s 

employed in. While Industry 4.0 may be driving disruption, the challenges it presents are of 

our own making. 
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